Introduction
Currently, mobility is highly important. Everyone has mobile devices: not only laptops, but also smart phones, pocket PCs, GPS receivers, etc. Mobile/wireless devices are increasingly used not only for communication, but also for other critical applications such as data storage. However, due to small size they can be easily lost or stolen. Cryptography is used for securing information stored in mobile devices. Usage time of a mobile device is constrained by its most critical resource -battery. The user must be aware of the energy consumption characteristics of the applications and services he/she uses on the mobile device [1] . Encryption algorithms, which play a main role in information security systems, consume a significant amount of computing resources and battery energy, which are very limited. High energy consumption has a direct impact on the battery life, and, consequently, on the duration and extent of the user's mobility. Thus, the reduction of energy consumption of a portable system is of the primary importance [2] .
The design of crypto algorithms typically does not account for physical constraints such as limited battery energy. Therefore, the primary challenge in providing security in mobile devices is minimizing energy consumption and maximizing security [3] . Scalable features such as scalable key establishment protocols and scalable authentication schemes, in which different security, performance and energy trade-offs are enabled for different application scenarios are especially desirable [4] .
Here we evaluate cipher strength (the number of bits in the key used to encrypt data) of AES and Rijndael crypto algorithms versus energy consumption in mobile devices aiming to find an energy efficient combination of crypto algorithm parameters for different user application scenarios and energy consumption strategies.
Context of Research
AES (Advanced Encryption Standard) is an encryption standard adopted by the U.S. government starting in 2001. It is widely used to protect network traffic, personal data, and corporate IT infrastructure. AES is a symmetric block cipher that encrypts/decrypts data in several rounds by taking a fixed block of 128 bits of data and producing the encrypted data. Each round for encryption uses a sub-key that is generated using a key schedule and performs a sequence of steps on the input state, which is then fed into the next round.
In 2003, the Government of USA announced that AES may be used to protect classified information: the cipher strength of all key lengths of AES are sufficient to protect classified information up to the SECRET level, however, TOP SECRET information requires use of either 192 or 256 bit keys [5] . However, the recent paper [6] claims that the 10-round AES is theoretically possible to crack by cryptanalysis [7] .
The Rijndael algorithm is a symmetric block cipher that supports key sizes of 128, 192 and 256 bits, with data handled in variable-length blocks. The block length and the key length can be set independently (AES cannot do this) to 128, 192 or 256 bits. Rijndael uses a variable number of rounds, depending on the key/block sizes, as follows:
9 rounds if both the key and block size is 128 bits; 11 rounds if either the key or block size is 192 bits; 13 rounds if either the key or block size is 256 bits.
Rijndael is expected to replace Data Encryption Standard (DES) and its later version Triple DES over the next few years in many cryptography applications.
Microsoft® provides a .NET framework technology that has a crypto service provider for information encryption/ decryption on a handheld PC with DES, 3DES, AES, RC2 algorithms [8] .
As energy consumption awareness is highly important in mobile devices, we must ensure required functionality, data security level and reasonable use of energy at the same time. Empirically we can predict that cryptography with a longer key will ensure higher levels of security at the cost of higher energy consumption. However, block size also has influence, because larger blocks will require more encryption rounds. Energy consumption also depends on the application scenario, e.g., if the user only encrypts data on a mobile device but decrypts its elsewhere, the energy/cipher strength trade-off will differ from the scenario, when a user encrypts/decrypts data on a mobile device only. Therefore, in order to use crypto algorithms energy-efficiently one needs to understand the relationships between energy consumption and encryption parameters. Once these relationships are understood well then it is possible to optimize energy consumption vs. security requirement or vice-versa.
Methodology
The task of the experiments is to identify dependencies between cryptography key lengths and block sizes on one hand, and energy consumption strategy, energy / cipher strength trade-offs and cryptography application scenarios on the other hand. These dependencies are expressed using a feature diagram in Fig.1.   Fig. 1 . Feature model of dependencies in cryptography domain Fig. 2 outlines an algorithm that enables to perform measurements of energy consumption and obtain the desired relationships. We apply the OS-based measuring scheme [9] , where the amount of the consumed energy over time is periodically written to the file during the data cryptography process. The remaining part of analytic framework and result interpretation was described in [10] .
The energy consumption values for individual crypto algorithms are obtained by running their .NET Compact Framework Crypto Service Provider implementations, and measuring the current battery drain. For getting valuable results of the battery drain when data is encrypted/decrypted, we iterate the cryptography process.
Since encryption and decryption time may vary we perform encryption and decryption separately.
Fig. 2. Energy measurement algorithm for a crypto algorithm

Experiments
To realize the experiments we have developed the program that implements the algorithm (Fig. 2) in C# language for .the NET Compact Framework. The experiments were performed on the PDA of the model ASUS P750 (Pocket PC platform, Intel PXA270 520 MHz CPU, 256 MB RAM, Windows Mobile © 6 Professional CE OS 5.2). We used .NET Compact Framework v3.5.
Motivated by the fact that the largest amount of information the users work on locally as well as on the internate is made by the media files (pictures, music, video), for encoding we used a benchmark 'Lena.bmp' (size = 786,486 B) image (see Fig. 3 ).
Fig. 3. Benchmark image used for encoding
The initial condition for all experiments is the same: battery is fully charged at 100% level. The image file is loaded from a storage memory to an array and an encryption algorithm is applied. To achieve a significant battery drain for more precise measurement, the encryption process is repeated 6000 times. After each experiment, the battery is charged again to 100%. The same procedure is also applied for measuring energy consumption of a decryption algorithm.
We provide the summary of the experiment results in Tables 1 (for AES with 
Analysis of experimental results
We treat the problem of finding best energy efficiency vs cipher strength as the Pareto optimality problem. Let E be a set of feasible design choices, where 
. Then Y is a set of the Pareto-optimal solutions of E. The experimental results, which belong to a set of the Paretooptimal solutions, are shown in Tables 1 and 2 in grey. We can note that for all Pareto optimal solutions the block size and the key size are equal.
Based on these results, we can construct three security profiles for mobile device users as follows: 1) Low energy / low security: so far considered secure, but theoretically crackable.
2) Medium energy / medium security: suitable for top secret information; consumes ~10% more energy than low energy/security profile.
3) High energy / high security: suitable for top secret information; consumes ~8% more energy than medium energy/security profile.
These profiles are summarized in Fig. 4 . Tables 1 and 2 is that decryption requires more battery energy than encryption. Furthermore, there is a linear relationship between enryption energy and decryption energy: decryption requires~14% ( 985 . 0 2 R ) more energy than encryption (see Fig. 5 ).
Fig. 5. Relationship between decryption vs. encryption energy
Evaluation and conclusions
For experiments, we use the Microsoft .NET Compact Framework as a modern and popular platform for safe development mobile applications and secure information management. Though there are many encryption/ decryption algorithms we were restricted with the algorithms provided by this Framework. The energyefficiency of crypto algorithms with varying key and block sizes is highly different. Therefore, the users of a mobile system should choose the most appropriate parameters of a crypto algorithm by taking into account the level of security required and the operational cost that the users are willing to accept depending on the security level they choose, and energy needed to perform encryption/ decryption operation with respect to the battery lifetime.
The main results of this paper are as follows:
1) The Pareto-optimal values for energy consumption of AES/Rijndael crypto algorithm are achieved when block sizes and key sizes are equal.
2) We proposed three energy/security profiles for users of mobile devices based on using 128, 192 and 256 b blocks/keys.
3) The results of energy consumption measurements when performing data encrypion can be used to reliably predict energy consumption of decryption operation: decryption requires 14% more energy than encryption.
